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Abstract—Distributed software systems would benefit from them and, without relying on any information about the
autonomous fault management capabilities, but current prac- internal structure of the sub-services, it can in turn compute
tice is only based on handling exceptions without attempts at yiaqnoses at the level of the global service. The same idea can

identifying causes for them. This paper is a step toward Web be adopted ivel hen the alobal L d
Services with autonomous diagnostic capabilities. It provides a e adopted recursively when the global service IS used as a

novel context of application for model-based diagnosis, a contex Component of a more complex service. In the paper we discuss
which motivates a partially distributed approach. We consider a protocol for a global diagnostic service, and we characterize
complex services, built as a composition of simpler ones, and wethe operations that local diagnosers must support in order to
associate a diagnoser with each component service, and a g|°bat::omply with such a protocol. The goal is the identification of

diagnoser with the complex one. We characterize local diagnosers,th fault . t deb ina th ice itself. In additi
based on abstract models of individual services, and we present € Taulty service, not debugging the service Itselt. In adaition,

the coordination protocol adopted by the global diagnoser. the local diagnoser may identify a part of the service which
is claimed to be responsible for the fault.
. INTRODUCTION We choose to adopt an approach based on the introduc-

Service Oriented Architectures [10] and standard languagésn of a global diagnostic service because this enables to
for the publication and invocation of Web Services, such ascursively partition Web Services into aggregations of sub-
WSDL [14], enable the exploitation of heterogeneous softwaservices, hiding the details of the aggregation to higher-level
by abstracting from the features of the deployment enviroservices. This is in accordance with the privacy principles
ment of applications. On top of these basic communicatiavhich allow to design services at enterprise level (based
languages, standard Web Service composition languages, swehintra-company services) and then use such services in
as BPEL [2], are being defined to support the developmentftranets (with other enterprises) and public internets. The
complex applications based on the orchestration of simpigibbal diagnostic service only needs to know the interfaces
ones. Moreover, in the Semantic Web community (see, e.gf,local services and share a protocol with local diagnosers.
[6], [9]), languages and frameworks are being defined to Section Il sets the context of Web Service diagnosis; section
support a suitable specification of services and intelligent introduces the approach we adopted to model services;
service cooperation (e.g., see [8]). The growing worldwidgection IV introduces the protocol for the global diagnostic ser-
acceptance of these standards is an excellent start for a realigée, and characterizes local diagnosers; section V overviews
integration of services in the Web, as well as in Enterprigsxisting research and future work on the topic.

Application Integration, which represent two mainstreams of
software development in the next future [1]. [I. THE CONTEXT. WEB SERVICES DIAGNOSIS

However, several issues have to be addressed in order to o )
enable the effective integration of non trivial applications. In Currently, fault handling in Web Services (WSs for short)
fact, rather straightforward solutions are currently adopted & NOt performed in a satisfactory way as it basically relies
support the reliability of services. The ability to detect an@n the handling of exceptions raised by invoked services; no
isolate faults during service execution and to apply recove@f€mPt is made to identify the causes of faults. This may be a
actions in an efficient and effective way would be VerWnatlon,_espemallym complex services, composed of seyeral
desirable, especially for the creation of complex services froRe® Services where problems might be caused by the inter-
simpler ones whose implementation is not publicly availabl@?t'on between services and where the absence of specialized

In this paper we propose a framework for adding diagnosﬁ{{agnostic capabil?ties usually imposes the execution of coarse
capabilities to Web Services, using a model-based perspecjgined repair actions when errors occur.
[5]. The goal is to desigrself-healing services which guar- e Show our viewpoint on an example adapted from [13]. A
antee autonomous diagnostic and recovery capabilities. WHEPkshop offers a Web-based catalog whose user interface is
defining a complex service, composed of simpler ones, we ptBiPlemented as a Web Service (Catalog WS) interacting with
pose to add to each servicea local diagnoser which relatesth® main backoffice Web Service of the bookshop (Bookshop
hypotheses about incorrect outputsto a misbehaviour of WS). When a customer selects a book, the Web Services
S itself, or to incorrect inputs from other services. A globaf*change the following messages (see Figure 1):
diagnostic service is then associated with the complex services The Catalog WS sends an order of a book to the Book-
It coordinates the local diagnosers, exchanging messages with shop WS (message 1).
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Fig. 2. Dependencies for an activity.

variables contained in these messages will be cafieface
variablesof the sender and receiver WSs.
e akifcustinh Input variables of activitya represent information used
by a; output variables represent information propagated to
another activityb, and which could have been produced by
a. As proposed in [3], the model could be given in terms
« The Bookshop WS retrieves the ISBN number of  of three templatesprward (FW for short),source(SRC) and
book. Then it sends a request to the Publisher W elaboration(EL), which distinguish whether an output variable
deliver a copy of the book to the customer (messag s a copy of an input variable (i.e. the information is used by
« The Publisher WS retrieves book details from the IS 4 and b, but not modified bya), or it is created bya, e.g.
number and notifies the Bookshop WS that the book istrieved from an internal database, or it is computedaby
available (3). Then, the Publisher WS asks the Shippg@épending on some of its input variables. Figure 2 illustrates,
WS to carry one copy of the book to the customer arfdr the example in figure 1, the activity of the Bookshop WS
gets back the delivery acknowledgment (messages 4 aplich receives message 1 and sends message 2.
5). The physical delivery of the book is not shown in the From the representation described above, a diagnostic model
figure because it is not an electronic operation. M; is provided as follows for each Web ServitE;. Each
« The Bookshop WS sends the bill to the Catalog WS (Bjctivity is, at least for the local diagnoses smallest diag-

« Finally, the customer pays through the Catalog WS thabsable unit, i.e. it corresponds to a component in Model-
notifies the Publisher WS (7). Based Diagnosis [5]. For each WS variableepresented in
Now, suppose the customer receives the wrong book. Whittte model (as input or output of an activity), a corresponding
service provider is responsible and should be charged whimary variablev’ is introduced in the diagnostic model. The
the extra delivery costs? The problem might be caused bk (resp.,ab) value forv’ represents the fact that in a given
errors occurring during the execution of different Web Servicexecution of the servicey has the expected value (resp. a
and the identification of the faulty one is not obvious, unlestifferent value with respect to the expected one). For each

suitable diagnostic reasoning is employed. activity we consider ank and afail behaviour, and, for each of
In the paper we develop a framework for tackling such #hem, a relation constraining values of variables in the model
problem. Although we consider complex services based on tiweder the assumption that the activity is ok or not.
cooperation of other services, we do not make assumptionsf the model of an activity is given in terms of FW/SRC/EL
on how the cooperation is orchestrated. We will see that théocks, its model can be derived from a default model of each
global diagnostic service needs not know in advance how ttemplate. For EL blocks (and SRC, which are ELs with no
individual services interact. This means that the cooperatigrput) a default modeELyq is the following:
could be based on the adoption of a workflow, or that Semantic, |n the ok mode, if all inputs areok, the output isok.
Web descriptions of the services and interaction protocols [9] Otherwise, the output is unconstrained.

may be exploited for intelligent composition (see Section V). , |n the fail mode, the behaviour is unconstrained.

I1l. FRAMEWORK FW blocks can be distinguished from EL blocks assuming,
a default model, that they cannot fail, i.e. that their

haviour in thefail mode is the same as in tloé mode.

More specific models can be provided. E.g., knowing that

an EL activity computes an injective function would exclude,

7-handleBill(ordld, money)
4-reqSendBook(ordld,

retrBooklInf,custinf)

Fig. 1. Collaboration diagram for a book sales scenario.

We propose a partially distributed approach, where seveﬁaﬁ
local diagnosersAq,..., A, cooperate with agylobal diag- €
nostic serviceD. Each local diagnosed; is responsible for
a Web ServicelV; (or a set of Web Services), whilB, as | : . ; .
we shall describe later, puts together information from locql the ok modg, the output t9 bek if a single input isab.
diagnosers and selects which local diagnosers to questig ach WS is endOWEd W'th. a set .O.f alarms that may be
further in order to diagnose problems. triggered depending on certain conditions. Each local diag-

Following the Model-Based Diagnosis paradigm, inferencgéjs'[iC .agentAidi.s. informed abmét .the alarmsh W, andbtheirl d
of each local diagnosed; are based on a modal/; of the triggering con |t|0ns_, expressed in a way that can be relate
t&the model. A typical triggering condition for an alarm

service(s) it is responsible for. Such a model is an abstracti ) toh of two WS iabl q in th
of the computation carried on by the service. 's ak mllsmac of ﬂ? B Il/ar:Ia \?\fsan Yy rge.gk. |r;] the th
In particular, as it is common in workflow modelling [13].. 00K sales scenario th€ Bookshop may check whether the
information on the book provided by the Catalog WS matches

such a computation is represented as a setctif/ities with ) . :
input andoutput variables (in this paper we limit the discus-the information on the book found by the Publisher WS).

S|0n_t0 state_less systems). The aCtI\{ItIeS invoked on differentag e spall discuss later, the local diagnoser may want to hide the internal
service providers correspond to sending WSDL messages [1a$hitecture of the corresponding WS.



In the corresponding part of the diagnostic model, a binary Hypotheses are maintained and processed by diagnosers as
variable o’ is introduced to represent whether the alarm jgartial assignmentto interface variables and behaviour modes
raised ¢’ = ab) or not;a’ is related toz’ andy’ as follows: of the involved local models. Unassigned variables represent

o a’ is okif both 2’ andy’ are ok parts of the overall model that have not yet been explored, and
e a' is abif one of 2’ andy/’ is ab. possibly do not need to be explored, thus limiting invocations
« a’ can beok or ab if both 2’ andy’ areab. to local diagnosers. Local diagnosers explain blames and

A Web Servicel; may have been designed with a set ofalidate symptoms by means of aEND operation, which
alarms that make it diagnosable as much as possible. If tRi§Vides extensions to partial assignments by assigning values
is not the case, in order to enhance diagnosability withol "€levant unassigned variables; we will characterize the
modifying its implementation with additional alarms, the locgPPeration in section IV-C. Thus the partial assignments we
diagnoser4; records messages sent and receivediby and will cons_|der will ass_lgnok/ab va_lIL_J_es to interface variables
possibly those internal actions that correspond to messaggé ok/fail modes to internal activities.

(in caseW; is in turn a composition of services)\; can be
designed (possibly after diagnosability analysis on its mo i ) i _
of W) to perform predefined checks on such messages; sucfPU"ng & diagnostic sessiod) keeps track of the progress
checks will not be performed by; when it runs {V; could by means of a listd of currgnt partial assignments. Values
therefore remain unchanged); they will be performedAy &€ only assigned by local diagnosers, thubecomes aware

if and when it is awakened. These predefined checks wAl the existence of a variable only when a local diagnoser
be called checkpoints Similarly to alarms, a checkpoint 2SSigns a value to it. We will denote with(z) the value of

provides a binary piece of informatias, that can be related Variablez in assignmentv. We will write a(z) =  to denote
to the WS model in the same way. that o does not assign any value 10
For each assignment € H and for every interface variable

IV. THE DIAGNOSTIC PROTOCOL x such thata(z) # * we assume that the identities of the

We first give an informal description of the interaction besenderSND(x) and the receiveRCV(z) of the messages
tween local diagnosers and the Diagnostic Serfiogection wherez is specified are known tD: one is the local diagnoser
IV-A). Then we formalize a protocol fob (section IV-B). As A; who first assigned a value tg the identity of the other is
to local diagnosers, we characterize their operations, withquovided by 4, itself. Notice that the receiver and sender of
providing specific algorithms (section IV-C). a message only need to be known at run-time. Moredver,

. . associates with each € H a list L, of local diagnosers that
A. Interaction among diagnosers should extendy.

The global Diagnostic Servide does not initially have any  Gjven a partial assignment € H we denote by (M;)
information on the individual Web Services. Its main job is tgs restriction to interface variables and behaviour modes of
put together information coming from local diagnosers and tgy; and by o(11;) its restriction to interface variables and
select which local diagnosers to question further in order fshaviour modesotin M.
obtain the desired result. Local EXTEND operations work on partial assignments

When an alarm is raised in a Web Servigg, the local di- estricted to the local model they are invoked orXTEND
agnoserA; receives it.A; must explain it, and provid® with || pe characterized precisely in the following section; for
the results. Each explanation may ascribe the malfunctiondgw it suffices to know that, for each(]M;) it receives in
failed internal activities and/or abnormal inputs. It may also Rgput, it returns a set of extensiofEt(c(M;)) which relate
endowed with predictions of additional output values, whicg|yes assigned in(1/;) to values of other interface variables
can be exploited by in order to validate the explanation byof 17, or to behaviour modes of activities if;: if the set
acquiring new observations that may falsify the hypothesigs extensions is empty the assignment is considered to be
When D receives the output of a local explanation from gejected because (as we will see in the next section) this means
local diagnosetd;, it can proceed as follow’: that the assignment is inconsistent with and/or observations

« If a Web ServicelV; has been blamed of incorrectperformed by its local diagnoser. The diagnostic process is

outputs, therD can ask its local diagnoset; to explain started by a local diagnoser which is awakened by an alarm,
them. A; can either reject the blame, explain it with arand calls XTEND to explain it. The result is provided tb
internal failure or blame it on someone else. as the initial value forH. D then executes a loop with the

o If a fault hypothesis byA; has provided additional following steps.

predictions on output values sent to a Web Ser¥icg  Step 1: select the next request to a local diagnosed;.
thenD can askA,, to validate the hypothesis by checkingD finds a local diagnoser; that belongs taL, for some
whether the predicted symptoms have occurred, or byc H; if there is none, exits the loop. From the point of view
making further predictions. of correctness, how the choice is performed is ininfluent. In
2We assume that each interaction among Web Services is identified bsemIon V we will discuss policies. .
)ﬁ?ep 2: invoke EXTEND on A;. If A; has never been invoked

conversation idwhich is mentioned in each information exchange betwee ) sl s X '
local diagnosers anB, in order to identify a diagnostic session. before in this diagnostic process, then the input X END is

d%l A protocol for the global diagnosdp



{a(M;) | o € H} (that is, the restrictions td/; of the whole

setH). Otherwise the input is the set of assignmefat$)\/;) | M, y

a € H and A; € L, } (that is, the restrictions td/; of those X h

assignments that have changed from the last invocation). e{ a: (YY)=ELy (¥
Step 3: update H and the L, lists. This receives the output U

Y,

of EXTEND from A;. For eacha(M;) in input, EXTEND has . )
Fig. 3. A simple modelV;

returned a seExt(a(M;)) of extensions. Thew is replaced
in H by the set of assignments set of unassigned variables. We say that an assignmésit
s v~ _ admissiblein M; if (i) it is consistent withM; and (ii) the
{818 = a(M;) Uy andy € Bxt(a(M,))} restriction of M; U « to variables inDOM(«) is equivalent to

This implies that rejected assignments, having no extensiot¥ restriction of); alone toDOM(«): (M; U &) |gowm(a)=

are removed fromH. For each assignmerit = a(M;) Uy M |5ow(a)-
added in this wayLg is built as follows: Requirementi) (consistency) is actually implied by require-
YETE ' . ment (i) for all but total assignments, for whidBOM(«) is
- For eac_hg 7 b it 4 € L“. thenA; € Lg; empty. As an example, let us look at the simple mcgde)lin
« Ifthere is an interface variablesuch thaRCV(z) = A, figure 3, where we assume that activityis modelled with a
ar) =+ andB(z) = abthenSND(z) € Lg. Intuitively, single ELgq block, i.e. its model is the defauL model in
if A; has blamed4; for an abnormal value on its inputs,section Ill. Let us consider the following partial assignments:

then A; is asked to give an explanation. PR a——
« Ifthere is an interface variablgsuch thaSND(y) = A;, ar |+  * = ab
a(y) = = andB(y) # * thenRCV(y) € Lg. Intuitively, az | ok ok x ab
if A; has predicted a symptom for an output sen#tg az | fal +  x ab
then 4; is asked to validate it. Assignmentn; is consistent with\/; but it is not admissi-

Notice that the diagnostic process terminates: new requed@: in fact, M/; is consistent withu, = andy, being all ok,
for EXTEND are generated only if assignments are properiyhile M; U « it is not, since when bot andz are ok also
extended, but assignments cannot be extended indefinitelyy1 andy. must be ok. For the same reason, assignnent
At the end of the diagnostic process we can extract minimg| Poth inconsistent ad unadmissible wid;. On the contrary,
consistency- based diagnoses frafas follows. We associate 3 is admissible: in fact, it is consistent with all combinations

a diagnosisA(«) to everya € H: of values forz andy; . _ _
Given an input sefS of partial assignments, for eaech e

A(a) = {z | = is an internal activity andv(z) = failed} 5, ExTEND computes a (possibly empty) set of extensions
Ext(«), defined as follows:

It can be proved that, if ETEND behaves as defined in theDef. Let A; be a local diagnoser with modell;, and let

next section, the sqtA(«) | « € H} contains all the minimal

diagnoses for the observations provided during the procesa be a partial assignment received by as input to an

%XTEND operation. Let moreovewy denote the assignment
C. A characterization of local diagnosers corresponding to internal observations (if any). TheEd{«)

As described in the previous sections, the input irEnp  COMPUted by ETEND is the set of assignments:
is a set of partial assignments ok/ab values to interface  {pulb(y) | v is a minimal admissible extension afU w}
variables inM; and of ok/fail modes to internal activities. ) ) ]
A local diagnoserd; regardsa as an assignment @il of its L€t US consider again the example of figure 3, and the
variablesand behaviour modes, although internal variables afgSignment, mentioned above. We ha®xt(a1) = {1, 72}
all unassigned. The output of<EEND is a set of extensions WNere:

Ext(«) for every assignmend received in input. Given an a_ T Y1 Yy
extended assignment computed internally, ETEND only m | fal  x  x ab
v | * ab =« ab

returns its restrictiorpub(3) to public variables, which, as

explained before, in this section we assume to be interfacdn this case, all possible extensions of and v, are

variables and behaviour modes of internal activities. admissible in the model. However, this is not true in gen-
Each local diagnoser should extend partial assignments&f@l: an admissible assignment may have extensions that are

that unassigned variables are only those that do not proviB€onsistent in the model. For example, the empty assignments

relevant information with respect to the current diagnostigé always admissible in any model.

process. The notion afdmissibilityof an assignment captures Notice that EXTEND performs both aconsistency-based

this idea: an assignment &imissiblein a given model if it €xplanation and eonsistency-based predictio@iven an input

does not allow to infer anything more than the model alor@ssignmenty, an observations assignmentand a minimal

on unassigned variables. admissible extension of o Uw, we have that:

Def. Let us denote byDOM(«) the set of all variables: « newly-assigned values into input variables or behaviour

in a given model such that(z) # %, and byDOM(«) the modes can be seen axplanationsof observations or




output values assigned if; Before such a goal can be pursued for Web Services, some
« newly-assigned values nto output variables can be seermore computational issues can be developed for the diagnosis
as additional symptomaredictedby the above mentioned approach in this paper. First of all, we did not specify which
explanations. strategyD exploits in order to scheduleX@END invocations
on local diagnosers. Such a strategy would strongly depend on
whetherD knows in advance something about the interaction
In this paper we proposed a partially distributebdel- between the composed WSs. In fact, as we noticed in Section
basedapproach to diagnosis of complex Web Services. Weh the diagnostic framework we define does not make any
Services are modelled in eomponent-orientedashion, in assumption on how the services coordinate (so that, initially,
the style of model-based diagnosis [5]; internal service aitie global diagnostic service has no information on how the
tivities correspond toccomponentsin the sense of smallestservices are composed). Several approaches to coordination
diagnosable units. For individual activities we adoptgdy have been proposed in the Web Service community; e.g.,
box models: we do not model the internal behaviour of atooperation either based on a workflow orchestrated by a
activity, but only the correlation between inputs and outputservice or based on intelligent invocation strategies relying on
From this information we can infer how the correct/incorreaich Semantic Web descriptions of service specifications. The
status of input parameters and of the activity itself affectssailability of information about the network of cooperation
the correct/incorrect status of output parameters. In this semgtween services or about semantic specifications of services
our models are close to those in [12], where, however, teeuld be used to focus the diagnostic process, and to define
focus is not on the diagnosis of composed Web Servicesheduling policies for the invocations to local diagnosers.
with its specific requirements on distribution of knowledge and As to local diagnosers, we proposed a characterization of
reasoning. Their approach is purely distributed; in the contekieir operations (which, like most diagnostic tasks, can be
of WSs, we motivated the adoption of a global diagnostimomputationally expensive in the worst case) without a specific
service for the composed service, which allows to reduce thkyorithm. Precompilation and approximation techniques can
communication flow between services. Moreover, [12] makée used to achieve diagnostic results efficiently for at least
some restrictive assumptions on models. Another advanteagene classes of models: in particular, using templates and their
of our approach is that it makes selected predictions for didefault models should allow to use precompiled results.
criminating candidates, but, by exploiting partial assignments,
it avoids investigating those parts of the model that are not
directly involved by blames or predicted symptoms. (1] g Alonso, F-h_Casati, H. *éuno,l_an? Vré Machirazjlé\évfb Services -
. . . . oncepts, architectures an applicatiorispringer, .
Adecemra“.zed_ approach to d'agno_s's has been p_mp.ose_d[ﬂ] T. Andrews, et al. Business Process Execution Language for
[11]. The application (telecommunication networks) is signif- = web Services version 1.1. hitp:/Aww-106.ibm.com/developerworks/
icantly different from ours, posing a very different problem. | \IiveAbS;erceS/“Efaéy/WS-:Jpexi (23003-6 bt c Picardi M. S
. : . . . Ardissono, L. Console, A. Goy, G. Petrone, C. Picardi, M. Segnan,
In our case, an _alarm may be rals_ed ina p0|_nt that is fa{? and D. Theseider Dupr Advanced fault analysis in web service com-
away from the failure source. In their case, a failure causes a position. INWWW 2005 Posters & Industrial and Practical Experience
chain of alarms, the first of which points to the failure source.4] ITfféck PellpeaS Pl:\/kllllga?%nCh:jbav Ja_rtJar_h 20?5- based soft
. . . Grosclauae. odel-based monitoring of component-based software
HoweYer’ d.ue to the dlsmbme_d na.ture of the netw_ork, t_hé systems. InProc. 15th Int. Work. on Principles of Diagnosipages
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Considered instead Of a|arms_ A|though the f|e|d of app“cauoﬂ] S. Narayanan and S. Mcllraith. Simulation, verification and automated
. | to Web S . th | d bl . composition of web services. IRroc. 11th Int. WWW Conf2002.
'S_ close to Wve ervices, . € _anayse probiem remal a OWL Services Coalition. OWL-S: Semantic Markup for Web Services.
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components are modelled in black-box fashion, considerini§! ’\s/l Paotl_ucf,'\} 'E- Sycara, T. N'ngura’fa&ﬂ 'I\‘-t ngvfasan-BTOWafd a
. P s . emantic eb e-commerce. roc. O nt. Cont. on Business
only thelr_ alarm-raising capability and not the correlations ¢ aiion Systems (BIS'2003olorado Springs, Colorado, 2003.
between input and output parameters. [10] M.P. Papazoglou and D. Georgakopoulos, editoService-Oriented
In [7] Web Services are modeled in DAML_S, a Semantic Computing volume 46. Cqmmunications of the ACM, 2003. )
Web ontol ith ituati lcul tics: th d |[ilS1] Y. Pencoé and M.-O. Cordier. A formal framework for the decentralised
eb ontology wi . asiua 'On ca CL! us seman !(_;S’ . e mode diagnosis of large scale discrete event systems and its application to
translated to Petri Nets for simulation and verification. Due t0  telecommunication networksArtificial Intelligence 2005.
the different goals, their models provide a different abstracti¢i?] N. Roos, A. ten Teije, and C. Witteveen. A protocol for multi-agent
f the Web Services with respect to the models proposed in this diagnosis with spatially distributed knowledge. In J. Rosenschein and
0 - ; . . _p P p ) M. Wooldridge, editors2nd Int. Joint Conf. on Autonomous Agents and
paper, with different implications from the computational point  Multi-Agent Systems (AAMAS-2002D03. ACM.

of view: for examp'e, our models do not require reasonir{ég] W. van der Aalst and K. van HeeWorkflow Management - Models,
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based on a unified modeling approach.
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