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Abstract. The DMTF's recent work on management information modeling in
the IP world has highlighted that a number of problems are still unsolved in
this important area of enterprise management. In this paper, we identify five:
finding the right level of abstraction, building on past experience, devising
good models, finding a good trade-off between quality and timeliness of new
models, and attracting the best experts in the field in standardization efforts.
We propose to aleviate them by splitting information modeling into two
phases that involve different people with different skills. In the first phase, de-
signers and experts in a given technology (be it a router, a service, a policy,
etc.) capture the core issues for managing it in a Universal Information Model
(UIM) that isindependent of any management architecture. At this stage, low-
level engineering details are ignored. In the second phase, code-oriented engi-
neers instantiate the UIM into a data model specific to a management architec-
ture (e.g., an SNMP MIB or a CIM schema). These people are specialists of
SNMP or WBEM, but are not necessarily experts in the technology being
managed.
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1 Introduction

In the Internet Protocol (1P) world, since the early 1990s, network management has
been dominated by the Internet Engineering Task Force (IETF)'s management archi-
tecture, named after its communication protocol: the Simple Network Management
Protocol (SNMP) [12]. In the meantime, systems and application management have
mostly relied on proprietary solutions. Service and policy-based management are till
in their infancy: standards are till being defined, and are thus not yet widely sup-
ported by deployed equipment. To date, integrated enterprise management is till
wishful thinking.

This situation may change in the near future. The Distributed Management Task
Force (DMTF) is currently working on a new management architecture: Web-Based
Enterprise Management (WBEM). This aternative to SNMP management encom-
passes the entire realm of enterprise management: network eement management,
network management, systems management, service management, application man-
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agement, policy-based management, etc. The main strengths of WBEM over SNMP
are its object-oriented information model—the Common Information Model (CIM)
[2]—, the large scope of management areas that it attempts to model (as opposed to
SNMP's focus on network element management), and its interest in low-level, ma-
chine-oriented management abstractions as well as high-level, people-oriented
abstractions—unlike SNMP, which is characterized by instrumentation Management
Information Bases (MIBs). These qualities, plus others that are not all of technical
nature (e.g., the fact that it is backed by mast of the major vendors in the IT and
networking industries), make WBEM a serious contender of SNMP for this decade.

So far, most of the DMTF's work has focused on information modeling—namely,
the definition of the CIM Core and Common Models [2]. This sudden rash of activity
in an area that had remained fairly quiet for several years has unveiled a number of
problems for management-application designers and domain-specific modd ers. We
identified five. Interestingly enough, none of them are specific to WBEM or CIM.

First, finding the right level of abstraction for an information model is not an easy
task. It is quite difficult to devise a model that is neither cluttered with low-level
engineering details, nor overly generic and abstract.

Second, over the years, the open management community has not built a reputa-
tion of being immune to the reinvent the wheel antipattern—a pervasive disease in
software engineering. In the recent past, the DMTF has produced intense efforts in
information modeling; but some of its work was a waste of time, for it was duplicat-
ing previous efforts by the IETF in the same field. Similarly, throughout the 1990s,
the two main standardization efforts in management—Open Systems Interconnection
(OSl) management and SNMP—have, to alarge extent, followed paralld tracks with
few constructive i nteractions.

Third, a number of information models are nat good enough. Some mistakes are
minor, but others may be time bombs. For deployment reasons, correcting a bogus or
incomplete model takes a lot of time—so much so that in practice, the market is
generally stuck for years with whatever information models have been standardized,
be they good or bad. Standards bodies should therefore pay better attention to devise
good models in thefirst place. The main causes of this problem are ddineated in the
next two problems.

Fourth, in the design of management information models, "fast is not beautiful”,
so to say. Some information models leave a lot to be desired because they were
moved too quickly through the standardization process, in order for vendors to
swiftly put their software products on the market.

Fifth, researchers, especially from academia, have had little impact on the stan-
dardization of management information models in the IP world. Instead, the IETF
and DMTF models have traditionally been devised by the engineers in charge of
designing and coding management applications. (There are only few exceptions to
this rule.)) More generally, standards bodies have often proved unable to attract the
best technology experts in the field. This has contributed to the flaws and limitations
exhibited by some information models.

In this article, we propose to alleviate these five problems by splitting information-
modeling efforts into two phases, which involve different people with different skills
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and different goals. In the first phase, information modelers, versed into abstraction
and architectural aspects, produce a Universal Information Model (UIM) that isin-
dependent of any management architecture. These experts in a specific technol ogy—
e.g., in IP routers, differentiated services, Quality-of-Service (QoS) provisioning,
Service-Level Agreements (SLAS), or | P telephony—capture the core issues for man-
aging this technology, and ignore low-level engineering details. In the second phase,
engineers versed into programming instantiate the UIM into a data modd that is
specific to a management architecture—e.g., an SNMP MIB specified in SMI (Struc-
ture of Management Information [8]), or a CIM schema expressed in MOF (Man-
aged Object Format [3]). These people are specialists of a management architecture
(eg., SNMP or WBEM), but are not necessarily experts in the technology being
managed.

We believe that two-tier information modeling should not be specific to the IP
world, and would equally improve the quality of management information models
outside the IETF and DMTF realms (e.g., for fixed and celular telephone networks
reying on OSl management). But for the sake of clarity, the scope of this article is
limited to enterprise management in the I[P world.

The remainder of this paper is organized as follows. First, we detail the problem
statement. Next, we shed some light on our vision of two-tier information modding.
We then present a research agenda for UIMs and investigate related work. Finally,
we summarizethis article and present directions for future work.

2 FiveProblemsin Management Information Modeling

Let us now dive into the problems outlined in the introduction and show their inter-
dependencies. Readers who are not familiar with the way management information is
currently modeled by the IETF and DMTF are referred to [6]. In particular, this
technical report summarizes the languages used to express data models (MOF for
WBEM, SMI for SNMP, and SPPI for palicies), the communication protocol s used to
transfer messages (SNMP, HTTP for WBEM, and COPS for policies), and the lan-
guages used for representing and encoding management data in these messages
(BER for SNMP and XML for WBEM).

Problem 1: Between overly generic and cluttered models

Finding the right level of abstraction for management information modelsis a diffi-
cult exercise. There are many options. At one end of the spectrum, some theoreti-
cians produce overly complex models. By trying to be too generic, they define ex-
tremely abstract conceptsthat are not very useful to the market. An example of thisis
the Object Management Group (OMG)’s four-tier meta-model architecture [9]: It
started as a much needed solution to a real problem, but it is so complex that few
people really understand how to useit efficiently in practice.
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At the other end of the spectrum, we find developers that are only concerned with
programming. They clutter information models with so many details that the big
picture of the models is blurred, and sometimes even hidden. This approach is
epitomized by SNMP MIBs: their design often looks cryptic to information modelers.
We claim that one cannot understand the convol uted design of some MIBs without a
full understanding of the limitations of SMIv2, the language used to specify them.
For instance, the definition of multi-dimensional tables in a MIB is severely con-
strained by the notion of conceptual tablesin SMIv2 [11] and the lack of support for
nested tables in thislanguage. To give another example, SMIv2 does not support the
remote invocation of actions (a la OSl) or methods (a la Java RMI), but relies in-
stead on an ugly kind of programming by side effect, whereby setting an integer to
different values allows a manager to trigger different actions on an agent [5]. In
short, information mode's in the SNMP world are often weirdly structured—at least
to the eyes of non-SNMP information modelers—because of the limitations in the
language used to express them.

Note that cluttered models are not specific to SNMP. In WBEM, the language
used to express information models (MOF) is considerably richer than SMIv2, but
this does not prevent CIM models from being cluttered with low-level programming
details. An example of this was a recent discussion of the DMTF Events WG on
whether a new property (i.e., an attribute in standard object-oriented parlance) called
Addi ti onal Text should be added to CIM events, as some organizations felt that
the Descri pti on property, currently used to describe events, was insufficient in
some cases [10]. Such details are very relevant to application developers, and com-
pletely irrelevant to information modelers. Another example is the Unified Modeling
Language (UML [9]) diagrams that the DM TF uses to depict its information models.
Although these diagrams can be useful to get the big picture of a modd, they are
often very detailed and fairly difficult to understand for a person with no or little
knowledge of CIM. In particular, experienced information modelers with an SNMP
or OSl background sometimes find it difficult to map their knowledge onto the
DMTF s information models, especially when a well-established terminology is
changed (see Prablem 2).

Problem 2:  Thereinvent the whed antipattern

In 1998, the DMTF moved from desktop management to enterprise management.
Since then, its information-modeling activities have been thriving. By and large, this
work has been, and is till, performed independent of the IETF's. Few people belong
to both DMTF and IETF WGs. As a result, cross-pollination between these two
communities is rare, and the know-how accumulated by the IETF in the 1990s is
often ignored by the DMTFL. We believe that thisisatypica occurrence of therein-
vent the wheel antipattern [1].

! There are a few notable exceptions, e.g. in policy-based management. But the situation is
even worse if we consider the lack of cross-pallination with other standards bodies that
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Clearly, this is counterproductive, as the DMTF would be better off working on
new issues, or issues ignored so far by the IETF. Worse, it also enables old problems
to resurface, and reguires new engineers to go through the same long and painful
learning process that their SNMP el ders went through a few years ago. A third prob-
lem is that the terminology keeps changing, as each new WG starts from scratch and
redefines well-established concepts (e.g., see the new meaning given to the terms
event and notification, and the intrusion of the concept of indication in the CIM 2.5
event model [4]). These terminological changes often cause confusion, especidly
when SNMP- and CIM-based management systems co-exist in the same Network
Operations Center (NOC).

Problem 3:  Some models are not good enough

The third problem is that some information models leave a lot to be desired. An
example of thisisthe Address Trandation Group, defined in MIB-I (RFC 1156) and
deprecated shortly afterward in MIB-11 (RFC 1213), because a mgjor flaw had been
discovered during the deployment phase (see RFC 1213, Section 3.6). Another ex-
ampleisthe lack of per-interface access control listsin MIB-11, which has led many
vendors to define their own in proprietary MIBs—or even worse, to demand that
monitoring staff use the Command Line Interface (CLI1) viat el net . A third exam-
ple is the CIM event model, currently under revision, which promotes a confused
idea of the severity of an event. The severity normally indicates whether an event is
perceived to be critical, serious, or simply informative by the sending party. It givesa
hint to the receiving party whether this event should be processed urgently. Indeed,
the DMTF defines the severity levels | nf or mat i on, Vr ni ng, M nor, Maj or,
Critical, and Fat al . But the WG recently accepted that a new severity level
caled Cl ear should enable a sending party to inform the receiving party that a
certain problem has disappeared [10], which defeats the purpose of an event's sever-
ity.

This list of examples is by no means exhaustive, and a number of other SNMP
MIBs and CIM schemas have well-known flaws or limitations. The two main causes
that we identified for Problem 3 are detailed in Problems 4 and 5.

Problem 4: Fast design vs. good design

In our view, the main source of shortcomings in management information models is
that the IETF and DM TF standar dize these model s too quickly. One reason for thisis
that the WGs who define information models are mostly driven by vendors, and in

have a respected expertise in management, e.g. the TeleManagement Forum (TMF), the In-
ternational Telecommunications Union—Telecommunications Sector (ITU-T), the Object
Management Group (OMG), and the International Organization for Standardization (1SO).
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this business, vendors traditionally value speed over quality. Another reason is an
overreaction to the sow pace of OSI management standardization in the early days
of open management.

Vendor-driven WGs value speed over quality: In the T and networking industries,
vendors operate in very competitive markets, and they work hard to be the first to
support a new technology. Being first is good for their image, their profits, and their
stocks—sometimes irrespective of the quality of their implementation. Because a
number of customers do not buy a technology unless it can be managed, most
vendors release a new technology only once its management software is ready.
Needless to say, management information modelers must meet drastic time
schedules, squeezed between the time the technology is ready and the time it can be
deployed. To meet these deadlines, they spend less time designing an information
model than implementing it: they jump too quickly to engineering details. To make
things worse, they aso have an intense sense of competition with the other
companies present in the WGs in charge of standardization. These are two strong
incentives for designing information models very fast, and trying to rush them
through the standardization process demanded by some of their customers.

The life span of a management information model is usually much larger than the
time it takes a WG to design it; a typical ratio is 1:10. Consequently, saving one
month on the design of important building blocks of an information model makes no
sense in the long term. This small saving can make modelers overlook important
aspects of the model and require, several years later, changes in the model and re-
deployment of management software in the installed based—a major endeavor that
can beimmensealy expensive for vendors and customers alike.

Overreaction to OSI management: In the late 1980s and early 1990s, the 1SO and
ITU-T standardized very slowly in the management field: standardization cycles took
four years. To a certain degree, the way management information is currently
modeled by the IETF is a reaction to the slow pace of OSI management information
modeling in those days. The management community has been durably marked by
this phenomenon, and the IETF and DMTF WGs are still afraid of engaging in
never-ending discussions, seeking an elusive consensus. So they keep all design-
related discussions short—even when the management issues are tough and demand
long discussions. We refer to this remanence effect as overreaction to OS
management.

The "religious wars' between OSI management and SNMP are long past. WBEM
has nothing to do with these wars. It would be useful for the management community
to rid of this conditioned reflex, which might have contributed in the past to the
success of SNMP-based management, but now causes more problems than it solves.



Proc. VLDB 2001 Workshop on Databases in Telecommunications (DBTel 2001),
Rome, Italy, September 10, 2001
O Springer-Verlag 2001

Problem 5: The best technology expertsarerardy involved in standardization

Another important cause of Problem 3 is that the best technology expertsin the field
rarely participate in the WGs in charge of management standardization (and this
goes beyond the sole IETF and DMTF). We see two reasons for that.

The big pictureisblurred: Experts generally stay away from standardization efforts
in management information modeling because low-level details are of no interest to
them. They are more interested in defining a sound backbone and getting the main
classes and relationships right. To an information modeler, it can be frustrating to
have hisher model severely limited by a modest information meta-model, or
congtrained by the language used to express the information model—this language
being supposedly "demanded by the market". In this respect, SMIv2 can be an
efficient repellant for information modelers that are not versed into SNMP
management application programming. The situation can even become intolerable
for academics when politics get in their way—and vendor-driven WGs are not
always immuneto politics...

Fast vs. smart design: Most researchers prefer to do things right than fast. This
objective is incompatible with the fact that WGs are mostly driven by vendors, who
favor speed over quality.

To conclude with the problems in information modeling, we emphasize that these
five problems are not specific to the DMTF or IETF. For instance, some of them
were not unheard of at the ITU-T, a decade ago, when the management and control
of fixed telephone networks were undergoing standardization.

3 From One- To Two-Tier Information M odels

In our view, these five problems share two root causes:

— With one-tier information models, we try to do too many things in one step, and
require too many skills from the same people. Instead, we propose to adopt two-
tier information models. These tiers are devised by different people with different
skills.

— The management issues for a given technology are intrinsically independent of the
architecture (SNMP or WBEM) used by a customer to manage this technology.
Technology-specific information models should therefore contain an architecture-
independent core.

Based on these two important remarks, we propose to change the way information
modeling is currently performed in the IP world.
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3.1 Twotiers. one UIM, several data models

Today, the [IETF and DMTF go directly from a high-level description of the managed
technology to very detailed SNMP MIBs or CIM schemas. Instead, we propose to
split information modeling into two phases (see Fig. 1). First, for each technology to
manage, we define a Universal Information Model that is independent of SNMP and
WBEM. Second, from this UIM, different WGs derive different data mode's in the
form of SNMP MIBs, PIBs, CIM schemas, etc.

brainstorming cli)ncqnsd
& keywords
plain English

um Universal Information Model UML
data model SNMPMIB
SPPI
representation
or encoding

Fig. 1 Two-tier information model

Universal Information Models: Today, the management community needs good
information models that management application developers, information modelers,
administrators, and operators can easily understand, without having to master the
sometimes cryptic notations of SMI, MOF, GDMO, etc. To achieve this, we propose
to define a single Universal Information Model (UIM) for each technology to
manage. This makes up thefirst tier of our two-tier information model (see Fig. 1).

A UIM is an object-oriented abstract model for managing a technology. It consists
of object-oriented classes and relationships organized in UML diagrams. The man-
agement concepts modeled by these diagrams are identified by WGs including some
of the best worldwide expertsin thistechnol ogy.

UIMs convey the big picture of the models to people; they ignore the details. They
are not meant for machines or compilers, but for people who are familiar with the
technologies being managed, eg. information modeers and administrators. This
level of abstraction is independent of the idiosyncrasies of any specific management
architecture. In particular, UIMs are not constrained by the rather limited SMIv2
language.
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We propose to adopt the UML meta-model [9] for expressing UIMs because it is
standard and object oriented. It isalso fairly close to the DMTF meta-model.

UIM standardization should be driven by joint IETF and DMTF WGs, and may
also involve people from the TMF, the OMG, the W3C, etc. These WGs should not
be driven solely by vendors. Academic researchers, who are less prone to having
vested interests in standardization activities than people from industry, should get
involved too.

Data Models: The second tier of our information mode consists of data modes
derived from the UIM (see Fig. 1). In SNMP, data models are usually SNMP MIBs
(or PIBsin the case of policies). In WBEM, they are CIM schemas. A datamoddl isa
level of abstraction well suited to developers of management applications. It is
specific to a given management architecture and contains many detail s that should be
hidden to the end-users of these applications—especially administrators and
operatorsin NOCs.

Data modeds directly reflect the constraints of the language used to express them.
For instance, the expressiveness of MOF is greater than SMIv2's, so CIM schemas
can be more expressive than SNMP MIBs. Another exampleisthat data models need
not necessarily be object oriented, although UIMs are. Note that our proposal does
not prescribe the language that should be used for defining a data model: this is left
to the management architecture.

The main actors for defining data models should be vendors developing real-life
management applications (managers or agents).

3.2 Advantages of using two-tier models

Our proposal alleviates the five problems described earlier.

Between overly generic and cluttered models: By adding the UIM-design phase
between the brainstorming and data-modeling phases, we make sure that information
modelers are not hampered by low-level details when they devise a new modd. This
decreases the risks of making a bad design mistake in the information model, and of
having to update it onceit is already depl oyed.

The reinvent the wheel antipattern: We make it possible to solve Problem 2 by
devising good, solid UIMsthat are independent of any specific management architec-
ture and can live for many years, without undergoing major upheavals. When a new
management architecture is defined, only data models need to be defined. By doing
this, we help build on past experience and help prevent old problems that have al-
ready been solved from resurfacing in the future. We also prevent customers from
being confused by constant changes in the terminol ogy.

Some models are not good enough: We alleviate this problem by addressing the
next two.

Fast design vs. good design: We solve Problem 4 by having vendors compete on
the fast implementation of data models rather than on the definition of UIMs. Map-
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ping a UIM onto a data model should not take much time, especialy as the DMTF
and IETF WGs develop some know-how in doing so.

The best technology experts are rarely involved in standardization: We offer a so-
[ution to Problem 5 by making standardization efforts a lot more attractive to experts,
especially academic researchers. With UIMs, they are no longer drown by low-level
details and can focus on getting their models right reasonably fast. And by bringing
more experts into standardization, we increase the chances of devising good models
in the first place, and decrease the risks of having to update an already-deployed
model.

4 A Research Agendafor UIMs

For UIMs, the first item on the research agendais probably to systematically formal-
ize existing SNMP MIBs in the form of UIMs, to abstract UIMs out of the existing
DMTF UML diagrams (most notably, by making them CIM independent), and to
attempt to merge these pairs of UIMs, technology by technology. The primary out-
come of this work would be to make it possible for information modelers not inter-
ested in the idiosyncrasies of SNMP and CIM to study, and possibly improve, these
UIMs, and to document different, incompatible approaches between different man-
agement architectures. Another outcome would be to highlight the areas where the
DMTF's CIM schemas are lagging behind the IETFs SNMP MIBs, and those where
the DMTF expands on existing SNMP MIBs. These two outcomes would be particu-
larly useful to customers, as they would enable them to compare different approaches
to a single problem, and to make an educated guess when selecting SNMP or CIM
for deploying a new management solution.

It would also be interesting to assess whether deriving several data models from a
single UIM eventually facilitates the trandation between these data models. Past
work has shown the difficulty to trandate managed objects expressed in SMI,
GDMO, and IDL, and the semantic losses that can occur [7]. Do shared UIMs allevi-
ate these problems?

Anocther point worth investigating is whether UIMs need the equivalent of the
CIM Core Mode in order to share some building blocks. Should derived types such
as Ipv4Address, Ipv6Address, Date, and TimeSeries be defined once and for al, and
shared by all UIMs?

5 Related Work

Our proposal can be viewed as a generalization of a mechanism used by the DMTF
WGs. The main differences are fourfold:

— These WGs generally spend much more time specifying the nitty-gritty of the data
models than putting together smart UML diagrams. Some WGs only occasionally

10
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update their UML diagrams. In our approach, the definition of the UIM is a goal
per se that usually takes more time than deriving the data models.

— Usudly, at the DMTF, the same people are in charge of defining the UML dia-
grams and the data models, which requires a mix of skills rarely found in practice.
In our approach, these two teams are different.

— The UML diagrams that are produced by the DMTF WGs are completdy CIM
specific. In two-tier information modeling, the UIM isindependent of CIM.

- Finally, the DMTF is using UML diagrams only for improving the quality of the
models. We define UIMs also for sharing them with other standards bodies such
asthe IETF.

6 Conclusion

We have exposed five problems associated with information modeling in the IP
world, and proposed to aleviate them by splitting information modeling into two
phases. In the first phase, designers and technology experts define a Universal In-
formation Model (UIM) that isindependent of any specific management architecture.
A UIM focuses on the big picture of the management issues for a given technology. It
isexpressed in UML. In the second phase, different people derive multiple data mod-
els from a single UIM. In SNMP, these data modeds are MIBs written in SMI, or
PIBs written in SPPI; in WBEM, they are CIM schemas written in MOF. For agiven
technology, a UIM and its associated data models constitute what we call a two-tier
information model.

Some work is currently under way at AT&T Labs Research to define UIMs for
policy-based management and IP-router management. In particular, we have begun
reverse-engineering and merging the existing data models of the IETF and DMTF.
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